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From Guidance to Governance: The EU’s 
Strategic Pivot on Telecommunications 
Security 
 
The European Commission released a draft amendment to the EU Cybersecurity Act 

that would require Member States to phase out components from “high-risk 

vendors,” including Huawei and ZTE, from critical infrastructure, citing concerns over 

espionage, cyber sabotage, and systemic security vulnerabilities. This move marks a 

significant shift in the bloc’s approach to protecting critical infrastructure. By 

transitioning from voluntary recommendations to mandatory mandates, Brussels is 

signaling that the era of "wait-and-see" regarding high-risk vendors is over. 

🛡️ The Shift to Mandatory Compliance 

The core change lies in transforming what were previously voluntary security 

guidelines into binding legal obligations. 



As reported by Deutsche Welle, Brussels had previously merely encouraged Member 

States to avoid using Huawei and ZTE technologies in mobile networks. However, 

frustration within the Commission over uneven national implementation—particularly 

the limited number of countries complying with the EU’s 5G risk mitigation 

recommendations—has prompted a push toward enforceable regulation. 

Under the proposal, telecom operators will face a strict 36-month window to 

decommission and replace critical components from flagged suppliers. 

⚠️ Beyond Cybersecurity: A Matter of Sovereignty and Values 

Concerns over these vendors are neither new nor theoretical. As early as 2019, 

Bloomberg reported on Huawei’s extensive collaboration with multiple units of the 

People’s Liberation Army over a decade, involving at least 10 joint research projects. 

In 2020, The Washington Post further documented Huawei's testing of facial 

recognition technologies allegedly used to help repress Uyghur communities. The 

role of such vendors in surveillance and human rights abuses underscores a 

fundamental misalignment with European values. Despite repeated urging from both 

the United States and EU institutions, the responses of the Member States have 

remained fragmented. 

If left unchecked, infrastructure built around such vendors risks becoming not only a 

vector for transnational repression but also a structural threat to information 

security, intelligence integrity, and ultimately national sovereignty across Europe. 

A Call for a Well-Coordinated Europe Based on Shared Values 

From our perspective, this legislative initiative is more than just a technical upgrade 

to communication security. It is a crucial and meaningful step toward safeguarding 

Europe’s technological sovereignty and reaffirming the EU’s commitment to 

democratic values and human rights. 



The most fundamental risks Europe faces today come not only from external actors 

but also from internal confusion about its strategic identity and the erosion of its 

core values for short-term economic gain. 

This development imparts a broader lesson: a well-coordinated Europe, grounded in 

shared values and strategic clarity, is better equipped to resist external coercion, 

prevent systemic infiltration, and counter the CCP’s divide-and-conquer tactics, which 

aim to fragment European unity, exploit bilateral dependencies, and infiltrate political, 

economic, and social systems to pressure individual states. The EU should continue 

to build on this momentum and strengthen its positioning through principles and 

values-based governance. 
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